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(57) ABSTRACT

An analyzer for monitoring a configuration of a wired
network medium that is used for communication between
multiple devices. The configuration change includes an
additional device tapping to the medium for eavesdropping,
or the substituting one of the devices. The analyzer is
connected to the medium for receiving, storing, and analyz-
ing waveforms of the physical-layer signals propagated over
the medium. The analysis includes comparing the received
signals to reference signals, and notifying upon detecting a
difference according to pre-set criteria. The analysis may be
time or frequency-domain based, and may use a feed-
forward Artificial Neural Network (ANN). The wired net-
work may be an automotive or in-vehicle network, PAN,
LAN, MAN, or WAN, may use balanced or unbalanced
signaling, and may be configured as point-to-point or multi-
point topology. The analyzer may be connected at an end of
the medium, and may be integrated with one of the devices.
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